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Manage access to Zedmed for staff and doctors. This is done by assigning specific roles to users, which gives them
access to the parts of Zedmed required to perform their work.

For Zedmed Cloud customers, Zedmed manages user accounts and accepts requests via the cloud user request
forms.

Overview

Zedmed uses granular permissions called functions that give access to specific features and processes within
Zedmed. These functions are grouped into roles based on employees' duties and each employee's user account is
given access to one or more roles.

Roles make it easy to assign access. For example, if you have a new nurse, just create an account and allocate the
Nurse role and the nurse has all the access they need.

You can change the functions that the standard roles have or create new roles. Out of the box, Zedmed has four
pre-configured roles: Administrator, Doctor, Nurse and Receptionist. Each role provides access to the functions
commonly used by those roles.

To access the Security Roles and Users screen:

1. Goto Zedmed's Utilities tab.
2. Select Security.

The Zedmed Security Roles and User screen will open.

(2] Zedmed Security Roles and Users [-T=xT
Staff |Rc|es I User Groups | Database Users ‘
selecton Fiter:
| User Mame Full Name Staff ID Dr Code Status
EXTERNAL EXT Active ~
ZEDMED X Active r
PALL Myers PL Active
OFFICE Admin, Office OA Active
LARTHUR. Arthur, Dr Lesley LA LA Active | =
CHAMIMDA BANKS, CHAMIMDA CB Active
PDAVIS Davis, Dr Phillip FD FD Active
DANUTA FERMANDEZ, DANUTA DF DF Active |
LYDIA HERMANDEZ, LYDIA LH LH Active|
DAMNI Hatcher, Dr Danni DH DH Active
TGRACE  Herman, Grace GH1 GH1 Active
< m BE
Print | | Add ‘ | Edit | | Close

Managing users and roles

This section explains how to create and modify roles and assign them to users
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e To add a new staff member, see the Add new staff guide.
e Toadd anew doctor, see the Add new doctor guide.

Creating anew role

To create anew role:

1. Select the Roles tab.
2. Select Add.

The Role Properties screen will open.
3. Give the new role a name and description.
. Add the functions you want the role to have by selecting the function and clicking the arrow button.
5. Select OK to save the new role.
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Reference View “
Reports

Reports Tab

Results Processing

SMS

Stock Control
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Adding roles to users

To add arole to auser:

1. Select the Staff tab.
. Select the user.
3. Select Edit.

N

The Edit Staff Member screen will open.
4. Select the role you want to allocate.

[§)]

. Select the arrow button to add it to the users.
6. Select OK to save the changes.

For the most up-to-date documentation version, visit https://help.zedmed.com.au/help


https://help.zedmed.com.au/help/add-new-staff
https://help.zedmed.com.au/help/add-a-new-doctor

Edit Staff Member x

User Name:  [1anE | steffiD: [R12 | brcode: =

Given Name: |Anderson | Mobile Phone: I:l
Family Name: | | Title: l:l

[[Juser's password never expires [[JDon't disable user due to inactivity

[CIParticipate in My Health Record
EHealthID (HPI-I): Search HI Service

2 Zedmed Security Role Healthcare Role:

Roles  User Groups Databy Clinical History User Group: | ~

User Roles  App Access

User Name Full Mame Available Roles Included Roles
EXTERNAL Administrator - Administrator (Clinical) Py
ZEDMED Basic access (Office) m Vioiding dlaim invoices
JANE Anderson Doctor
OFFICE Admin, Office High Doctor access (Office) »
CHAMINDA  BANKS, CrAMINDs | | Hioh access (OFfics) ;
¥ 2 Low Doctor access {Office)
PDAVIS Davis, Dr Phillip

Medium Doctor access (Office)

DANUTA FERNANDEZ, DANU| | madium access (Office)
LYDIA HERMANDEZ, LYDIY | purse
DANNI Hatcher, Dr Danni Receptionist (Typist)
WARREN Hedrick, Dr Warren
GRACE Herman, Grace =
GRENVILLE Howell, Dr Grenville 4
CONMIE JONES, Connie «
CRV Wendor, Dr Ccc Pds
w v

Set Password Make Inactive Print Add Edit Cloze

User Groups (restrict clinical note sharing)

By default, all practitioners can view each other's clinical notes and encounter history. To restrict this access, you
can create User Groups. Once a group is set up, only the staff members added to that specific group can see each
other's clinical notes.

For the User Group feature to work effectively, ensure the setting is turned on inClinical > Tools > Global Options:

Global Options
General ICommunicaiiuns Letters & Templates Scanning Results Drugs  ACIR Immunisation Defaults  Library

Site Type Spedalist bt
[ pispensary Active []show Medicare Expiry on Script []warmn on Failed HL7 referrals
[4] Allow Pre/Post Dated Scripts [+ Use Clinical Billing Items Wizard
[]Secure Template Editor [[]use chronic Condition Management
[ Use ICBC Natural Language [“]use Coded RFEs * Notes on RFE or Problem Name Required
. Encounter tabs created as a result of recording Allergies,
[/] Allow Free Text Prablems [+] Allow Free Text Problems in My Recent Prablems Immunisatians or by re-prescribing medications from the
[_]*RFE or Problem Name Required  [] Allow Forward Dates for Referrals Summary Views are exempt.

Clinical Record Privacy Setting
Enable user group restriction to view patient clinical records

Default Problem Onset Accurate To
@ Day O Month O Year O Free Text

Defaults

\._.1

Below are common setup scenarios and step-by-step instructions.

Important: these sharing restrictions will only apply to clinical notes added after the group security is applied.

Organise user groups to control who sees clinical notes based on their role or location.

e Example: A "GP" group and a "Specialist" group, ensuring practitioners only see clinical notes (encounter
history) within their own discipline.
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e Solution: Create separate groups for discipline or physical clinics within your wider practice.

1. Goto Zedmed's Utilities tab.
. Select Security.

N

The Zedmed Security Roles and User screen will open.

3. Select the User Groups tab.
4. Select Add.
5. Enter a User Group Name and Description.
6. Select Share Patient History View.
] Zedmed Security Roles and Users =1 1CT
[staff | Roles | User Groups |Database Users | API Access | ]
User Group Name Description
TEST
GP NOTES
SPECIALISTS User Group Mame: GP MOTES
PSYCHOLOGIST
Description: GPs who share encounter history
|g Share Patient History \ﬂewl
Available User Groups Induded User Groups
[TEST ~ [
SPECIALISTS
FSYCHOLOGIST

[» ]
L» |
— . _/-\ ~ e j ~N y

7. Select OK to save the group.

Add the GP doctors to the group.

8. Select the Staff tab.
9. Double-click an applicable doctor to open their Edit Staff Member screen.
10. From the Clinical History User Group field, select the name of the GP group you created.
11. Repeat this for each doctor that needs access to their clinical notes to be restricted - to group members.

Use the same steps to create a second user group.

] Zedmed Security Roles and Users = || =l o<
Staff IRoIes IUser Groups | Database Users IAPI Access |

User Name Full Name StaffID Dr Code Status
AN Active
Active
User Name:  [PDAVIS | swff: [ | orCode: [PD (Phillp Davi] v | e
Active
Given Name: ‘Phill\p | Mobile Phone: (0478805611 Active
LA Active

Family Name: | Davis Title: Dr
\ | pr | Actve
[ user's password never expires [ Don't disable user due to inactivity o Active
[] Participate in My Health Record PD Active
EHealthD (HP1-D): | | ‘ Search HI Service | ok Active
= LH Active
Healthcare Role: | | DH Active
Z WH Active

Clinical History User Group: | GP NOTES v
A D_ | n GH1 Active
User Roles | App Access | &H Ative
Available Roles Included Roles Active
- 1 Acth
ic access (Office {. Administra ~ e
L — —— Ak — “em,  Active "
et

Set up one-way access so one group can view another's notes without sharing back.

e Example: When a Psychologist needs to see a GP’s clinical notes, but GPs shouldn't see the Psychologist's
notes.

e Solution: Create a group for the GPs and a group for the Psychologist then link the latter to the GP group. The
Psychologist gets visibility, but the GPs' view remains restricted.

For the most up-to-date documentation version, visit https://help.zedmed.com.au/help



Create GP Group

1. Goto Zedmed's Utilities tab.
2. Select Security.

The Zedmed Security Roles and User screen will open.
. Select the User Groups tab.
. Select Add.
. Enter a User Group Name and Description.
. Select Share Patient History View

o0 AW

(7] Zedmed Security Roles and Users S el =

staff | Rales | User Groups | Database Users | AP Access |

User Group Name Description

TEST

ows [ et
SPECIALISTS
PSYCHOLOGIST

User Group Mame: GP NOTES

Description: GPs who share encounter history

] Share Patient History View

Available User Groups Incuded User Groups

[TEST ~
SPECIALISTS

PEYCHOLOGIST |I|
L» |

g P o I e N
iy —— - - "

7. Select OK to save the group.

Add GP doctors to the group.

8. Select the Staff tab.
9. Double-click an applicable doctor to open their Edit Staff Member screen.
10. From the Clinical History User Group field, select the GP group you created.

] Zedmed Security Roles and Users SN
Staff  |Roles | User Groups | Database Users | APT Access |

User Mame Full Name Staff ID Dr Code Status
AN Active
Active
User Name: |PDM'15 | Staff ID: |PD | Dr Code: |pD (Philip DEV‘E i
Active
Given Name: |Ph\\||p \ Mobile Phone: (0478805611 Active
LA Active

Family Name: |Davis Title:
| | b
["]user's password never expires [ Don't disable user due to inactivity D Artive
[] Partidpate in My Health Record PD Active
EealthlD (P1-1): | | Search HI Service i Bt
LH Active
Healthcare Role: | | oH Active
g WH Active

Clinical History User Group: | GP NOTES v
i = | n GH1 Active
User Roles | App Access | GH Active
Available Roles Induded Roles Active
T v 1 Acti
ir access (Office [Acministral ~ | e
b —_ S, A . - Active ’
T ot

Create Psychologist Group

11. Select the User Groups tab.

12. Select Add.

13. Enter a User Group Name and Description.
14. Do notselect the Share Patient History View.
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Edit User Group
¥ 7edmied Secur

User Group Name:  [[PSYCHOLOGIST
|

Staft Roles L

Description:

upsyl:hulu gist group with no shalind
[ share Patient History View

User Group Name
AUGUSTUS EASO

GP GROUP Available User Groups Included User Groups
PHIL DAVIS ~
PSYCHOLOGIST TEST
staF Historywig | SUITE C
SUITE € GP GROUP »
TEST GROUP TEST M

. M N j j

| el

15. Select the Staff tab, double-click the Psychologist to open their Edit Staff Member screen.
16. From the Clinical History User Group, select the Psychologist group you created.

Edit Staff Member ®
4 Jedmed Se{ UserName: [WDIA | statfiD: [uH | Drcode LH (LYDIA HEF | [w} X
Staff Roles Given Name: |l\¢DIA | Kobile Phone: l:l
FamllyName:l HERNANDEZ | Title: l:l ttive Users -
sermiame || [[J users password never expires [[] pon't disable user due to inactivity de Status |
TEST Participate in My Health Record Active A
EXTERNAL . Active
ZEDMED EHealthiD (HPI-: Search HI Service Active
TRAINT Healtheare Role: Active
TRAINS Single Sign On Active
TRAIN3 0IDQ User ID: Active
TRAING Clinical History User Group: | [Eilagiei Active
TRAINZ User Roles  App Access  Tyro Terminals Active
TRAMN Available Rol Included Rolk Active
OFFICE wailable Roles ncluded Roles Active
LARTHUR ‘Administrator A Basic access [Office) ~ Active
¢ NDA Administrator (Clinical) > Doctor Active
}ML\ Appt edit ~ " Active
. Clinical . - -

Add the Psychologist group to the GP group.

17. Select the User Groups tab.
18. Select GP Group

19. Select Psychologist from the Available User Groups, use the centre arrow to add them to the Included User
Groups.

User Group Mame:

|GP NOTES |

Description: |GPs who share encounter history |

are Patient History View

Available User Groups Induded User Groups

TEST [~ PSYCHOLOGIST ]|
SPECIALISTS
- j = j

Restrict clinical notes between practitioners while still giving full access to administrative staff.

e Example: A clinic of psychiatrists wants to keep their notes private from each other, but they all need
reception staff to be able to see them.

e Solution: Create an individual group for each psychiatrist and a single group for the reception staff. Then add
each psychiatrist to their own group and add the reception group to each of the psychiatrists' groups.

Create a Reception group and add members

1. Goto Zedmed's Utilities tab.
2. Select Security.

The Zedmed Security Roles and User screen will open.
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3. Select the User Groups tab.

4. Select Add.

5. Enter a User Group Name and Description.
6. Do not select the Share Patient History View.

Edit User Group X
P9 Tedmed Security R

User Group Mame: STAFF HISTORY VIEW

Staft Roles

Description:
User Group Name pt Staff clinical history access

AUGUSTUS EASON

[ share Patient History View

GP GROUP Evallable User Graups Included User Groups
PHIL DAVIS
PSYCHOLOGIST TEST GROUP ~
STAFF HISTORY VIEW SUITE €
SUITE C GP GROUP
)P D

b

7. Select OK to save the group.
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Add all reception staff to the group.

8. Select the Staff tab.

9. Double-click an applicable reception staff member to open their Edit Staff Member screen.
10. From the Clinical History User Group field, select the name of the group you created.

11. Repeat this step for each reception staff member.
Edit Staff Member X
€3 7edimed ar,| UserName: |cmmmm | Staff ID: |c3 Dr Code: w
Staff Roles Given Name: |CHAMINDA Maobile Phone:
Family Name:[BANKS Title: |:|
User Name | B E Us:r's. pas;?nard never expires [ Don't disable user due to inactivity I
TEST Participate in My Health Record
EXTERMAL EHealthID [HPI-Ij: | | Search HI Service
ZIEDMED
TRAINT Healthcare Role: | v|
Single Sign On
TRAINS
IDC) User 1D:
TRAIN3 e
TRAING
TRAINZ User Roles  App Access  Tyro Terminals
TRAINS Available Roles Included Roles
OFFICE Administrator & Nurse
LARTHUR Administrator (Clinical)
CHAMINDA Appt edit 4 |
. Basic ac . j j

Create Psychiatrist Groups and add reception group

12.
13.
14.
15.
16.

In Security, select the User Groups tab.

Select Add.

Enter a User Group Name and Description - i.e. practitioner name.
Select Share Patient History View.

Select your collective reception group from the Available User Groups, use the centre arrow to add them to
the Included User Groups.

Edit User Group X
P 7=dmed Secu
User Group Name: AUGUSTUS EASON
Statt Roles U
Description: Augustus Eason
User Group Mame

AUGUSTUS EASOI nare Patient History View

TEST M
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GP GROUP Available User Groups Induded User Groups
P oA TEST GROUP s | STAFF HISTORY VIEW ]
PSYCHOLOGIST
STAFF HisTORYvif | SUITE C
SUITE C GP GROUP m
TEST GROUP PSYCHOLOGIST
TEST M
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17. Select OK.
18. Repeat this step for every Psychiatrist.

Add Psychiatrists to their own User Group

19. Select the Staff tab.

20. Double-click a Psychiatrist to open their Edit Staff Member screen.

21. From the Clinical History User Group field, select that Psychiatrist's group you created.
22. Repeat this step for every Psychiatrist.

Edlit Staff Member >

04 7cdmed Secu| UserName: [AUGUSTUS | statt 1D: [ag Dr Code:  AE (Augustus|~

Roles ‘ Given Name: [augustus ] Mobile Phone: | |
Family Name{ Eason Title: [or |

User Name Fi [l user's password never expires [[Jpan‘t disable user due to inactivity
TEST Participate in My Health Record
EXTERNAL EHealthiD (HP1-(): Search Hi Senvice
ZEDMED
TRAINT 1 Healthcare Role:
TRAINS Tl Single Sign On
TRAING 7 10IDG User ID:
TRAING 7 Clinical History User Group: |EISIIiEgats]l]
TRAINZ 7| UserRoles App Access Tyro Terminals
4
TRAIN 1 Available Roles Indluded Roles
OFFICE
LARTHUR 4 | Apptedit ~ Administrator -
Basic access [Office) Administrator (Clinical)
CHAMINDA il Clinical Massage Th ’ Doctor

o
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